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Abstract—Subject monitoring and tracking is one of the most
appealing classes of applications for Wireless Sensor Networks
(WSNs). Numerous inch scale nodes can sense, collect and
distribute crucial information with low deployment cost. For
instance, the movement of endangered species in a national park
can be monitored with a WSN. However, in such applications
privacy issues can jeopardize the successful deployment of the
network. An adversary might trace the network traffic over the
same paths and eventually locate the source in the network. In
this paper, we propose a source-location privacy scheme that employs randomly selected intermediate nodes based on inclination
angles. The introduced Angle-based Dynamic Routing Scheme
(ADRS) is analysed and is compared with the Phantom Singlepath Routing Scheme (PSRS). Simulation results demonstrate
that ADRS improves the safety period and the packet latency.

I. I NTRODUCTION
Wireless sensor nodes can be inch scale, low-cost autonomous devices that consist of sensing, data processing
and communication components. However, their storage and
computing capabilities are limited by strict energy supplies.
Usually the nodes are designed to work unattended and
recharging or replacing their batteries is sometimes infeasible
or impossible. Hence, sensor nodes can be active or inactive
at any time. An efficient routing scheme should be able to
quickly adapt to those changes.
The nodes are organized into a Wireless Sensor Network
(WSN), which can be appealing to a plethora of applications,
with event monitoring and tracking being one of the most common. In such networks, packet latency is of high importance.
For instance, in a national park a WSN can be deployed to
monitor the movement of endangered species. Sensor networks
rely on wireless communication to deliver crucial data to
the destination. However, the wireless channel is an open
medium and the lack of physical boundaries makes WSNs
vulnerable to security threats. An adversary equipped with
radio transceivers may interact with the network and collect
important traffic information. It is possible for the adversary
to use this information to find the location of the source
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using tracking techniques, even if the network packets are well
encrypted. A description of the problem, also known as the
Panda-Hunter game, was introduced in [1]. Similar security
issues can arise in other applications, such as monitoring the
patients and doctors in a hospital [2], [3], and tracking friendly
soldiers on the battlefield [4].
In this paper, we propose an Angle-based Dynamic Routing
Scheme (ADRS) designed to enhance the source location
privacy in WSNs. The introduced scheme uses the location
information of the nodes and calculates the inclination angle
formed between the transmitter and the receiver and the
transmitter and the destination to form a candidate set of
neighbor nodes to forward the packet. One of the nodes
in the candidate set is selected randomly and becomes the
next relay node. The candidate set changes at every packet
transmission, leading to multiple paths towards the destination.
The candidate set is formed based on an inclination angle that
can be used to control the latency and the safety period of the
protocol. As the paths change dynamically, the scheme can
provide privacy to the location of the source without increasing
significantly the packet latency. Our analysis shows that ADRS
can provide sufficient source-location privacy. In comparison
with the Phantom Single-path Routing Scheme (PSRS), the
introduced scheme shows an increase up to 70% in safety
period and improved packet latency.
The rest of this paper is organized as follows: The related
work is reviewed in Section II. Section III defines the models, whereas Section IV describes the Angle-based Dynamic
Routing Scheme. Section V presents simulation results and the
performance analysis. We conclude in Section VI.
II. R ELATED W ORK
In [1] the Phantom Routing Scheme (PRS), which consists
of two phases is introduced. During the first phase, the packet
follows a random walk towards any direction and creates a
fake “phantom” source. In the second phase this “phantom”
source floods the packet to the network. In [5], the Phantom
Single-path Routing Scheme (PSRS) substitutes the second
phase of PRS with single-path routing. In [6] it is shown
that terminating the random walk permanently has a negative
impact on the safety period. An improvement of PSRS was
introduced in [7]. Phantom Routing with Locational Angle
(PRLA) improves the safety period with a minor increase in
the energy overhead.
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An improvement of the random walk is introduced in [8].
In Direct Random Walk (DROW) each node selects its parent
nodes based on their distance from the destination and the
hop count. When a node has a packet to transmit, it forwards
the packet to one of its parent nodes randomly. DROW works
well when each node has multiple parents. In [9] a randomly
selected intermediary node scheme (RRIN) was proposed.
There are two versions of RRIN. In the first version the source
forwards the packet to an intermediate node that is at least
in a minimum distance from the source. Compared to PRS
this approach improves the safety period, without affecting the
latency. In the second approach the source forwards the packet
to any intermediate node randomly. The second approach has
better safety period but also higher latency.
Apart from the random walk, there are also solutions
based on geographic routing. These approaches use location
information of the nodes in the network. In [4], a combination
of geographic routing along with encryption techniques was
proposed. Each node divides its neighbour nodes in four sets
based on the location of the destination. The sets are prioritized
based on their trustworthiness to deliver the packet. Then a
node of the most reliable set is randomly selected and receives
the packet. The main drawback of this approach is that it
might introduce cycles and, as a consequence, increase the
latency. In [10] the toroidal region routing (STaR) algorithm
is introduced. It improves the energy consumption of RRIN
and provides a balance in power consumption and source
location privacy. This approach also assumes a WSN that spans
a large area and consists of multiple grids. In the literature
there are also solutions that provide timing and temporal
privacy through delay [11]. In [12], [13] opportunistic routing
was used to enhance source-location privacy. In [14], a brief
description of the state-of-the art protocols in source location
privacy is presented.
The proposed scheme is a combination of random node
selection and geographical routing. An inclination angle is
employed to avoid cycles around the source, whereas the
random node selection helps improve the privacy.
III. M ODELS
In this section the necessary models of the Panda-hunter
game along with their requirements will briefly be described.
A. System Model
The considered system model has similar requirements to
the Panda-Hunter game [1]. A number of sensor nodes are
randomly deployed in a large predefined area, which needs to
be monitored, according to the Poisson distribution. The nodes
are static and more nodes can join the network at any time.
Nodes can also leave the network because of malfunctions or
because they run out of energy.
Each sensor node in the network field knows its relative location. Information about sensor location can also be obtained
through network broadcasting [15], [16]. The network can
have only one source and one destination at any given time.
The location of the source can change over time. Every node

in the network knows the relative location of the destination
node in order to transmit the packet. Every node can be the
source node of the network.
B. Adversary Model
The adversary model of the Panda-Hunter game will be
used. The adversary tries to determine the location of the
source node by being well-equipped and having some technical advantages over the nodes. By employing RF localization
techniques the adversary can use hop-by-hop backtracking to
determine the location of the source node. It has unlimited energy so it can move between nodes for a long time period and
also possesses adequate memory and computation capabilities.
Moreover, it knows the location of the destination node and
can monitor the traffic area around the node that it observes.
When a packet arrives to the observed node, the adversary can
determine the location of the sender node and physically move
to the sender node.
The adversary starts beside the destination node. When the
first packet arrives, it moves to the sender node of the packet.
By repeating this strategy the adversary will eventually find
the source. At any time, the adversary does not interfere with
the proper functioning of the network by deactivating nodes or
modifying packets in order to avoid triggering other security
mechanisms. Hence, it is assumed that any node in the network
is not aware of the location of the hunter.
IV. T HE A NGLE - BASED DYNAMIC ROUTING S CHEME
In this section, the Angle-based Dynamic Routing Scheme
(ADRS) will be introduced along with a theoretical analysis
of the resulting latency.
A. Scheme description
In ADRS, when a node has a packet to transmit it floods a
Request To Send (RTS) message to all the neighbor nodes in
the transmission range, r2 . On reception of the Clear To Send
(CTS) messages from the neighbor nodes, the node calculates
the distance to the neighbor node and the inclination angle φ
between the source node and the neighbor node with respect
to the destination node, as shown in Fig.1. If the distance to
the neighbor node is larger than a predefined distance r1 and
the inclination angle does not exceed a predefined angle θ2 the
neighbor node is added to the candidate node set.
The nodes can reply with a CTS message after time
TBackof f [13], which is inversely proportional to the distance
between the sender node and the responding node. Following
this approach, the sender node will receive the first CTS message from the neighbor node that is closest to the destination.
At the same time and after receiving all the CTS messages, the
sender node can prioritize the nodes in the candidate set with
respect to their distance from the destination. In a network
with high density, when the sender node waits for all the
CTS messages, the energy consumption and the packet latency
increase. Instead of waiting for all the CTS messages, the
sender node can wait only for N CTS messages and form the
candidate set.

C(cx, cy)

r1

S
θ/2

r2

r1

R1

θ/2

Ra,1

vCT
r2

C

φ
T(tx, ty)

R2

Ra,2
vCD
D(dx, dy)

~2
R

Fig. 1: Selection of a candidate node T .

From the N nodes in the candidate set, one will be selected
randomly to be the next relay node. The next relay node will
follow the same routing principles until the packet reaches the
destination. Figure 1 depicts one step of the routing process.
The use of the RTS/CTS handshake also helps the network
to quickly adapt to any changes in the number of the nodes
in the network area. If a node leaves the network, this node
will not participate in the handshake, whereas if a node joins
the network it can acquire relative location information from
its neighboring nodes. This way, there is no need for an
initialization phase every time the source node or the network
density changes.
The selection of r1 and θ is important in ADRS. A small
value of r1 will increase the size of the candidate nodes set,
but many candidate nodes will be close to the source node.
Hence, the number of hops needed to reach the destination
will increase, increasing the packet latency as well. On the
other hand, a large r1 will limit the number of candidate
nodes. Therefore, the network density should be sufficient to
guarantee connectivity. Similarly, a small inclination angle will
require a higher network density while a large inclination angle
might lead to paths that are of large distance from the shortest
path, hence increasing the number of hops.
B. Selection of the next node
To determine the next node where a packet will be sent,
a given node applies two criteria. First, the node should be
at distance R satisfying r1 ≤ R ≤ r2 , where r2 is typically
the transmission range. Moreover, as can be seen in Fig. 1,
the inclination angle φ that is formed between the segment
CD connecting the current node C to the destination node
D and the segment CT connecting the current node C to the
candidate node T should not exceed a given value θ/2.
Definition: The inclination angle φ between any node and
a neighbor node T in the network is the angle formed by the
line that connects the node and the neighbor node T and the
line that connects the node and the destination node D.
The value of R is determined based on the topology of the
network. R is random, since the topology is random, but once
the topology has been fixed it is assumed that a node knows
or can determine its distance to its neighboring nodes.
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The angle can be found using the inner (dot) product
between two vectors. Let vCD and vCT be the vectors
connecting a node C to the destination D and to a candidate
node T , respectively, as shown in Fig. 1. vCD and vCT can
be calculated easily using the coordinates of points C, D and
T . Then
hvCD , vCT i = kvCD k · kvCT k · cos(φ) ⇒


(1)
hvCD , vCT i
φ = arccos
.
kvCD k · kvCT k
 θ θ
If φ ∈ − 2 , + 2 node T is added to the candidate set.

C. Mean number of hops
Since it is assumed that the nodes follow the 2-dimensional
Poisson distribution, they are uniformly distributed in the
x − y plane. Each node C selects its neighbors based on
their distance and the inclination angle. We want to calculate
the distribution of the distance by which a packet advances
towards the destination at each hop. We first calculate the
distribution of the distance Ri between the current node and
the next node. For simplicity from now on we omit the hop
index, i, from R and all other related quantities. Because
the nodes follow the Poisson distribution and because the
algorithm only selects nodes that form a maximum inclination
angle ± 2θ, the angle
 φ of Fig. 2 is uniformly distributed in the
interval − θ2 , + 2θ . On the other hand, the distribution of R
can be found as follows.
FR (r) = Pr{R ≤ r} =

r2 θ
2
r22 θ
2

−
−

r12 θ
2
r12 θ
2

=

r2 − r12
, r ∈ [r1 , r2 ].
r22 − r12
(2)

In (2) we have used the fact that the probability of finding
a node in a given region is proportional to the area of the
region, and the restriction imposed from the algorithm that
the selected node be at a distance satisfying r1 ≤ R ≤ r2 .
Therefore, the probability density function equals
fR (r) =

d
2r
FR (r) = 2
, r ∈ [r1 , r2 ].
dr
r2 − r12

(3)

Now, let Ra be the projection of R on the segment CD
connecting the node to the destination, as shown in Fig. 2.
This is the distance by which the packet advances towards the
destination along CD during a given hop. Clearly,
FRa |Φ (ra |φ) = Pr{Ra ≤ ra |φ}
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2
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,
r22 − r12

ra ∈ [r1 cos(φ), r2 cos(φ)].
(4)

when the last intermediate node locates the destination it will
send the packet deterministically to the destination. However,
as will be shown in Section IV, (7) leads to an estimate of the
average number of hops that, although slightly optimistic, is
fairly accurate.
D. Minimum and maximum number of hops
The minimum number of hops can be found easily by
assuming that during each hop the packet progresses along
the segment SD of Fig. 2 and by the maximum distance, r2 .
Hence,
kSDk
.
Hmin =
r2
Similarly to the calculation of the average latency, the
maximum latency can be approximated by assuming that
R̃ ≈ kCDk − Ra , that the packet moves by the minimum
allowed distance r1 and that at every hop the packet moves
away from the segment SD with the largest possible angle.
For the worst-case angle θ/2, Ra = r1 cos(θ/2). Thus,
Hmax ≈

Hence,
2ra
, ra ∈ [r1 cos(φ), r2 cos(φ)].
cos2 (φ)(r22 − r12 )
(5)
Given (5) we can calculate the expectation of Ra .

fRa |Φ (ra |φ) =

E[Ra ] = Eφ [E[Ra |φ]]
"Z
r2 cos(φ)
= Eφ
ra
r1 cos(φ)

=
=

It is also possible to obtain analytic lower and upper bounds
for the safety period. However, this analysis is omitted due to
space constraints.
V. S IMULATION R ESULTS AND P ERFORMANCE A NALYSIS
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A discrete event-based simulator – OMNeT++ – was used to
evaluate the Phantom Single-path Routing Scheme (PSRS) [5],
and the introduced ADRS. The two protocols were compared
in terms of safety period and packet latency.

#

A. Simulation Parameters
(6)

Therefore, the average projection of the distance that a packet
covers towards the destination on the segment CD of Fig. 2 is
given by (6). If the packet is not very close to the destination,
we can approximate R̃ in Fig. 2 as kCDk − Ra . Hence, Ra
is approximately equal to the distance by which the packet
advances towards the destination. Clearly, the accuracy of this
approximation worsens as the packet nears the destination, and
R̃ > kCDk − Ra . However, it will be good for the majority
of the hops towards the destination.
If the distance between the source and the destination is
equal to kSDk, the average number of hops can be approximated by
kSDk
H̄ =
.
(7)
E[Ra ]
Even if the value of E[Ra ] were exact, the average latency
(7) would not be perfectly accurate either, since in the last hop

The sensor nodes are randomly deployed in a 100 × 100 m2
area. The nodes follow the Poisson distribution with λ =
0.101. In the distribution, λ is chosen so that the probability
that there are at least N = 3 neighbor nodes in the selected
area, as defined by r1 = 8 and r2 = 12 and θ = 90◦ , and
described in Section III-A, be 0.99.
Ten topologies with number of nodes ranging between 948
to 1091 were evaluated. The distance between the source
and the destination varies between 40 to 140 meters. For
each topology the source generates 1000 packets towards the
destination.
In both schemes, the transmission range of each node is
12m. PSRS starts with a number of random hops, h. The
node that will have received the packet after these h hops will
become a “phantom” source and will forward the packet to the
destination following single-path routing. In our simulations
h = 10. ADRS uses θ = 90◦ and selects N = 3 candidate
nodes according to the scheme of Section IV-A. Among the 3
candidate nodes one is selected randomly to receive the packet.
B. Performance Analysis
The two routing schemes are compared in terms of the
average safety period and the average packet latency for
different source-destination distances.
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Fig. 3: Average packet latency over different distances.

Fig. 4: Average safety period over different distances.

1) Packet latency: The latency of a packet depends on
the length of the path that the packet follows toward the
destination. The path can also be described in terms of the
number of hops. The packet latency ia equal to the number
of hops that a packet needs to reach the destination. Figure
3 shows the average packet latency of the two algorithms as
well as the theoretical mean for ADRS as calculated in Section
IV-C. It can be seen that the theoretical mean is slightly
optimistic but very close to the simulation results. ADRS
has lower packet latency than PSRS. This is because ADRS
always uses nodes located towards the destination. Following
the inclination angle approach, these nodes do not deviate
significantly from the shortest path. Hence, the number of the
hops is close to optimal. On the other hand, PSRS forwards the
packets towards a random location for the initial 10 hops. If
this location is not towards the destination, the packet latency
increases considerably.
2) Safety period: The safety period is the number of the
packets that the source can send toward the destination before
the adversary determines the location of the source. Figure 4
shows the average safety period. ADRS outperforms PSRS
in terms of safety period. The main reason is the random
selection criterion of the next relay node. For every packet
transmission the transmitter node has a set of N = 3 candidate
nodes and selects one of them randomly. As the distance
between the source and the destination increases, the number
of the required hops to reach the destination also increases.
As a consequence, more nodes participate in every packet
transmission. As more nodes participate in the transmissions,
more paths need to be discovered by the adversary. Hence the
safety period increases.
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