BLE Beacons in the Smart City:
Applications, Challenges, and Research
Opportunities
Petros Spachos and Konstantinos Plataniotis

Abstract

The Internet of Things helps to have every individual interconnected with their surroundings and to interact with them through
smart devices. In recent years, Bluetooth Low Energy (BLE) technology has become very popular in smart infrastructures, the medical field, the retail industry, and many more areas due to its availability in a plethora of wireless devices. BLE is widely used in IoT
devices, such as smartphones, smart watches, and BLE beacons. Beacons are small, low-cost, and low-power wireless transmitters
that bring attention to their location by broadcasting a signal with a unique identifier at regular intervals. BLE beacons are a promising solution for many smart city applications, from proximity marketing to indoor navigation. However, they do pose security and
privacy challenges. This work discusses the characteristics of BLE beacons, the applications that can benefit from them, and the challenges they pose while trying to identify research opportunities and future directions.

Introduction
Bluetooth Low Energy (BLE) beacons, commonly known simply
as beacons, are devices growing in popularity and research
potential. Their deployment is projected to reach 400 million
deployed devices globally in 2020 [1]. They can help with the
next step from IoT devices to smart and social objects that
interact with users [2, 3]. Beacons broadcast signals at certain
intervals and within their transmission range. An analogy of the
beacon’s operation is with the operation of a lighthouse, which
represents a known location that can be uniquely identified by
its light. Every ship that sees the light knows about the existence
of the lighthouse. However, the lighthouse does not communicate with the ships; nor does it know how many ships see its
light. Similarly, a beacon broadcasts a radio signal to advertise
its presence in the area to BLE-enabled devices. It is not able to
communicate with the devices or to identify how many devices
are receiving its signal.
Beacon operation is shown in Fig. 1. Several beacons in
an area broadcast their signals. BLE-enabled devices, such as
smartphones, smart watches and single-board computers like
Raspberry Pis can listen to the signal, and through applications,
they can trigger some actions. These applications are run on
the hosting device, while the beacons are not aware of them or
of the number of nearby beacon devices.
They are wireless devices that use BLE technology, which
was developed for the purposes of low power consumption
for applications that require minimal data throughput. Their
small size, low cost, and relatively long battery life increase their
popularity. They broadcast packets that identify the particular
beacon, along with possible telemetry data collected from sensors that may have been included by the beacon manufacturer.
Beacons are attractive solutions for several Internet of Things
(IoT) applications [4]. Their small size and low cost provide
a means of increased scalability, and their BLE functionality
establishes simple integration with smartphone devices, making
them highly versatile devices. They can be used in a plethora of
smart city applications, from advertisement and location-based
services (LBS) to indoor localization [5], positioning, and tracking [6].
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Wireless Technologies for Smart City Applications

For wireless data transmission, smart city applications and IoT
devices can take advantage of traditional wireless infrastructure
to minimize the additional deployment cost, or use some of
the wireless technologies that are designed specifically for IoT
devices and smart cities. The unique characteristics of each
application should always be considered before the selection of
the proper technology [7].
Among the technologies that have been used successfully
in the past for general-purpose devices, and are popular for
IoT systems as well, is the IEEE 802.11 standard, commonly
known as Wi-Fi, a popular technology due to the great distribution of access points and signal availability in different environments. Zigbee is another popular communication protocol
based on the IEEE 802.15.4 standard, known for its low-power
and secure networking. Zigbee is intended to be simpler and
less expensive than general wireless networking. LoRaWAN
is a long-range, low-power-consumption wireless technology,
while near field communication (NFC) allows wireless data
transfer between two portable devices in close proximity. Radio
frequency identification (RFID) was primarily designed for data
transfer and storage. It can be passive (tags), where the electromagnetic field of the reader powers the device, or active (reader), where the RFID device has its own power source. Another
popular technology is cellular IoT, which connects IoT devices
using existing cellular networks. Technologies such as NB-IoT
and LTE-M will be a key part of 5G, which is a promising solution for future IoT applications with ultra-low-latency and widerange services. There are also technologies that are specifically
designed for IoT devices such as IEEE 802.11ah (Wi-Fi HaLow)
and BLE, which were designed to support the concept of IoT
and smart cities.
A popular wireless technology for short-range communication is Bluetooth [8]. The standard is managed by the Bluetooth Special Interest Group (SIG) and can be found in several
devices from mobile phones to robotic systems and laptops.
Usually, it is used in symmetric connections between two devices. Bluetooth 4.0 aimed at novel applications in the healthcare,
fitness, and beacons, and BLE, which is part of Bluetooth 4.0, is
the popular beacon technology. In comparison with traditional
Wi-Fi, it has low energy requirements and extended range. BLE
was designed specifically for IoT and smart cities application
[9]. It has low power requirements and good data transfer rates.
BLE 4.0 can reach 25 Mb/s at a distance of 60 m. As a comIEEE Internet of Things Magazine • March 2020

petitor of Wi-Fi HaLow among IoT devices, Bluetooth 5.0 was
introduced recently. This latest version is claimed to have four
times longer transmission range and exchange data eight times
faster, while it has twice the speed of the previous version.

BLE Beacons Characteristics

BLE beacons have received a lot of attention due to their
unique characteristics that make them ideal for several applications. They are wireless devices with the main goal of bringing attention to their location. Beacons are very small, very
low-power, and especially low-cost devices that broadcast a
wireless signal to all nearby devices. There is a wide variety of
BLE beacon devices available from many vendors with different
hardware, firmware, and protocols.

Hardware

Beacon hardware is compact and simple. The hardware components dictate important factors, such as cost, power consumption, performance, on-chip memory, and size. Similar to
other wireless device hardware, beacon hardware has three
components: the radio chip, the microcontroller, and the power
source. Additionally, there are beacons that have some sensors
and general peripherals.
Texas Instruments, Nordic Semiconductors, Dialog Semiconductors, and Cypress are leading the beacon radio chip
development process. Table 1 shows some representative popular BLE chipsets. The availability of an integrated processor,
the flash and RAM capacity, and the current consumption are
important factors for proper chip selection. The processor in
some of these chipsets is on-chip, while some of them come
without a processor. The 8051, and the ARM Cortex-M0 and
Cortex-M3 are popular choices. For many smart city applications, this should be sufficient; however, when more performance is required, standalone devices should be selected that
can work with an external microcontroller. The flash capacity
starts from 32 kB and goes up to 256 kB, and the RAM capacity is between 8 kB and 64 kB. It is important to note that all the
chipsets support BLE v.4.1 or v.4.2 which is the most common
today.
The power source is another critical internal component.
Coin cell batteries are popular among beacons. Depending
on the size of the hardware, the battery size varies. There are
coin cell batteries of 240 mAh, allowing the beacon device to
have very small dimensions at the cost of reduced battery life.
On the other hand, standard AA batteries of 2000 mAh can be
used to drastically improve battery life at the cost of a far larger
dimension. There are also beacons with built-in Li-ion batteries
as well as solar-powered beacons. When external power is
required, power outlets and USB outlets are popular choices.

Firmware

Each beacon has specific firmware that makes use of the available hardware. A critical characteristic of beacon-based applications is the life span of the beacon nodes. The firmware controls
several characteristics that impact the total power consumption.
Two are the main configuration parameters that greatly affect
the power consumption: the transmission power and the advertising interval.
Transmission power is the strength of the signal being broadcast, often represented as decibels with reference to 1 mW
(i.e., dBm). As the signal travels in the air, its received signal
strength decreases. This is a trade-off. High transmission power
levels can achieve long distances with more power consumption requirements, while low transmission power achieves small
ranges but less power is required. At the same time, long transmission range can increase the interference between beacons,
while short ranges might not fit the application needs.
The second configuration parameter is the advertising interval. This is the frequency at which packet transmissions occur,
often expressed in milliseconds. This is another trade-off. A high
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Figure 1. BLE beacons deployed in a city and broadcasting their

signals to nearby devices. A device can listen to signals from
several beacons and take some actions in response.
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Table 1. Chipsets and their characteristics; cons.: consumption.

advertising interval of 100 ms (i.e., 10 times in a second) will
lead to a faster battery drain, but the receiver can get more
signals and perform tasks with high accuracy, such as micro
localization [5]. On the other hand, a low advertising interval of
1000 ms (i.e., 1 time in a second) will lead to an extended life
span of the beacon, but it should be preferred in applications
that can cope with this latency, such as proximity-based applications. Figure 2 depicts how the energy consumption changes
over three transmission power levels and three advertising intervals for a BLE beacon. It is clear that the power consumption is
proportional to the transmission power and inversely proportional to the advertising interval.

Protocol Structure

BLE has 40 physical channels in the 2.4 GHz industrial, scientific, and medical (ISM) band, each separated by 2 MHz. BLE
defines two types of transmissions: advertising and data transmission. Out of the 40 channels, three channels, 37, 38, and
39, are used for advertising; the rest are used for data transmission [8]. The three channels were selected to avoid conflict with
Wi-Fi traffic in the area. It is important to note that beacons are
connectionless devices; hence, no device pairing is required.
BLE defines a packer format for transmission. This format has
four components: preamble, access address, protocol data unit
(PDU), and cyclic redundancy check (CRC).
Beacons need a protocol that facilitates the integration of
manufacturing, programming, transmission, and general functionality. Bluetooth SIG has not defined an official beaconing
standard, however, among the most commonly used protocols
are iBeacon by Apple [10], Eddystone by Google [11], AltBeacon by Radius Network [12], and GeoBeacon by Tecno-World
[13]. The structure of each protocol is shown in Fig. 3. Among
the different fields, the beacon ID is crucial, the Major and
Minor fields can be used to identify different areas and appli-
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Figure 3. Structure of four BLE protocols.

cations, while the received signal strenght indicator (RSSI) and
coordinates provide useful information for positioning and
tracking.
Each approach has advantages, and for every smart city
application, the protocol should be carefully selected. For
instance, iBeacon and AltBeacon offer more space to forward
information. Although iBeacon uses a specific manufacturer ID
for every chipset, in AltBeacon, which is open source protocol,
the manufacturer ID can be defined by the user. On the other
hand, Eddystone broadcasts three different types of packets,
UID, URL, and TLM, which can help to transfer different data,
while GeoBeacon has very compact data storage and can provide high resolution coordinates, especially for location-based
applications.

Additional Sensing Capabilities (Peripherals)

BLE beacons often include a variety of additional low-power
sensors including temperature and humidity sensors, luxometer,
barometer, accelerometer, gyroscope, microphone, and so
on. The sensors enable the beacons to provide useful information about the environmental conditions in which they are
deployed. At the same time, they can be used for many unique
applications, such as micro-climate data collection and acoustic
monitoring level prediction.

Smart City Applications

Several smart city applications can take advantage of the unique
characteristics of beacons. They can be placed in many environments, both indoor and outdoor, and convert them into smart
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areas by providing interaction with users. Most of the applications are context-aware services, and they fall into two general
categories: proximity-based services (PBS) and location-based
services (LBS). In both services, beacons can be placed in a
static position or attached to moving objects.
PBS deliver information according to the proximity of the
receiver node from the transmitter node.
Point of Interest: When the beacons are static, they can be
used as point of interest (PoI) solutions and enhance interactivity in a smart museum or for proximity marketing. In a smart
museum [14], they can be placed beside the exhibits, shown in
Fig. 4a, and when visitors are close to them, they can forward
to the visitors’ smartphone useful information about the exhibit.
In a shopping mall, offers can be provided to users when they
are about to enter a store or a restaurant, as long as they have
their smartphone Bluetooth active and use the proper mobile
application. Beacons can offer many more opportunities to
deliver context and enhance interactivity at the right time and
place. However, the proper placement of the beacons and
their advertising interval are crucial. Users might end up getting
notifications from every beacon in the area, which can lead to
too many notifications and information that might not be useful.
Moving Objects: Beacons can be attached to moving
objects such as luggage, bicycles, or even cars. Mobile applications can be implemented in order to collect beacon signals
and notify the users when they are close to them. For instance,
beacons can be placed inside luggage, shown in Fig. 4, and
when the luggage in a crowded airport is close to its owner,
their smartphone can send them a notification. The advantages
of using beacons in such applications are the low cost and the
ease of deployment. At the same time, the broadcasting nature
of beacon signals poses some security concerns. The location
of valuable assets can be revealed to eavesdroppers through
the beacon signals.

Location-Based Services

LBS deliver information according to the location of the user.
Indoor Positioning Systems: In an indoor positioning system
(IPS), beacons can be deployed at static positions, shown in Fig.
5, in a complex indoor environment, such as an office or a university. A user can position in the area by performing localization on a BLE-enabled device such as a smartphone according
to the received signals. The beacons keep broadcasting while
the users collect these signals with their smartphone and navigate in the area. However, several factors, such as the number of transmitting beacons and their transmission power, can
greatly affect the accuracy of the system. These factors should
always be selected after extensive experimentation in the area.
The placement of the beacons is a challenge because the beacons’ performance decreases when the interference increases.
Hence, beacons cannot be placed too close to each other. At
the same time, techniques such as fingerprinting, which records
the signal strength from several beacons in range and stores this
information in a database along with the known coordinates
of each beacon, can be used to improve the overall system
accuracy.
Real-Time Locating Systems: In a real-time locating system
(RTLS), beacons can be attached to valuable moving assets,
shown in Fig. 5b, in a hospital or a warehouse. RTLS works in
the opposite way from IPS: the moving beacon transmits the
signal to edge devices, which perform the localization. A hospital can integrate beacon technology in order to maximize information exchange. Beacons can be placed on critical medical
assets and devices. They can report the location of the assets
in real time in a general management system. The beacon will
transmit the signal to nearby collecting devices, such as Raspberry Pis. Then the beacon location can be estimated. There are
many techniques that can be used to find the location of the
IEEE Internet of Things Magazine • March 2020

beacon, such as trilateration from the received signal strength
of the beacons [5]. As the beacon is moving in the area, its
location can be tracked based on the information it transmits
to nearby devices. When needed, the exact location of each
device in a large hospital can be found. In such applications,
the advertising interval of the beacon should be carefully selected to meet the expected moving speed of the object. At the
same time, factors such as the number of collecting devices
and their placement can also affect the performance of the
system. Advanced filtering approaches should be implemented
to improve the localization accuracy of the system. With further
processing, beacons on nearby devices can also navigate the
user to the required device.

Security and Privacy Challenges

The high deployment of beacons in smart city applications has
also raised several security issues and privacy concerns [15].
Some of these concerns are more challenging to cope with,
depending on the application and the nature of the information.

Security Issues

There are some security issues regarding beacons. Some aremore challenging to handle.
Cracking: Due to their small size, beacons can be placed
in many locations. Usually, beacons are “hidden” in different
spots to cover an area. An important security attack on beacons
is their physical removal. An attacker can remove the beacon
from a wall, open it up, and have straight access to its hardware
and any stored information.
Real-time monitoring of the beacon status can alleviate this
problem along with the decrease of the information that is
stored inside the beacon memory. Information such as user
passwords or user preferences should not be stored locally
in the beacon. At the same time, when an interruption of the
communication between the control system and the beacon
happens, an alert should be sent to the system administrator.
However, an increase in the communication between the beacon and the control system may affect the life span of the beacons dramatically. Therefore, there must be a balance between
monitoring frequency and energy management.
Spoofing: Spoofing is when an attacker detects and clones
a beacon. Beacons do not come with advanced encryption
mechanisms. Hence, most of the time they broadcast their ID.
An attacker who wants to attack the beacon and consequently,
the users using this beacon, can use the same ID at another
area and create a clone beacon. With the use of the clone beacon, the attacker can forward false information to the user. For
instance, in a smart museum with beacons in the building, one
beacon can send welcome messages to the visitors when they
use the museum application and enter the building. An attacker
can copy the beacon ID and replay the welcome message in
another location, far away from the museum, leading the visitors to remove the application.
A technique to minimize the issue of spoofing is by dynamically changing the ID of the beacons periodically. Beacons can
create random IDs periodically to minimize spoofing. However,
the user has to accept a connection to the new beacon ID
every time.
Piggybacking: Piggybacking is when an attacker listens to
a beacon and captures the UUIDs, Majors, and Minors, and
adds them to another application without consent. The attacker can then even clone the first application. For instance, in a
shopping mall, Store A can offer a BLE-based mobile application
that sends promotion codes to customers when they are close.
Store B can clone the beacon and the mobile application for its
customers. In this way, when customers who have the application of Store B enter Store A, they will receive promotions for
Store B.
Hijacking: In communication with beacons, there are no
IEEE Internet of Things Magazine • March 2020
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Figure 4. Proximity-based services: beacon: a) besides point of

interest; b) attached to a moving object.
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Figure 5. Location-based services: beacon used: a) at an IPS; b)

at an RTLS; a) indoor positioning system; b) real-time location
system.

encryption techniques. Passwords or important information that
is broadcast from the beacon can be hijacked by an eavesdropper. Advanced encryption mechanisms can be applied to alleviate some of the security issues. However, this may adversely
affect the life span of the beacon.

Privacy Concerns

Privacy is important, especially when it comes to interaction
with everyday objects, and can reveal private patterns and habits. The following privacy concerns should be considered for
BLE beacon applications.
• Static IP. Most BLE beacons have a static IP. This static IP
is broadcast so that everyone in the transmission area can
receive it. Hence, an attacker can mimic a trusted beacon by
using the same trusted IP and have access to private informa-
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tion.
Many vendors have started research on dynamic IP assignment. This would require extra energy and may have varying
effects on the life span of the beacon.
• Risk of unlawful surveillance. Another important privacy concern comes from unlawful surveillance. Most beacon applications are based on localization. By using location services
offered from beacons, users share their location with them.
Any attack on beacons can reveal behavioral patterns of
the user. Hence, a user can be under surveillance without
permission, or their behavioral and location patterns can be
shared with unauthorized personnel through the beacons.
• Risk of undesired advertisement. Beacons are used a lot for
advertisement. For more targeted advertisements, information about the user can be shared with the beacon applications. This information can be used by third parties for further
undesired advertisements.

Future Directions

Although some of the challenges remain, their unique characteristics will increase BLE beacons’ deployment in smart city
applications. Since beacons can transmit a lot of information
in seconds, thus providing a large amount of data, machine
learning techniques can be used to improve their usage. It is
important to have smart data processing for smart city applications. For instance, deep learning approaches can be applied to
improve the localization accuracy of the deployed systems. The
availability and low cost of BLE signals can help in this direction.
At the same time, general machine learning approaches can
be applied to alleviate some of the current security and privacy
challenges. The integration of machine learning approaches
that can enhance security and privacy into content-aware location-based services can open a new and promising research
area. Similarly, social learning using BLE beacons can be used to
promote wellness.
The new BLE v.5.0 can improve the accuracy of current
navigation applications and lead to the development of several
more. The addition of the direction finding capability can be
used along with techniques such as angle of arrival and angle
of departure to improve the performance of BLE-based systems.
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Conclusion

BLE beacons are a promising low-cost and energy-efficient IoT
solution, mainly for location application. The selection of the
proper beacon and the optimal configuration of the beacon
parameters are important factors for successful application
deployment. Experiments should be conducted to examine
the performance of different beacons in different areas, while
security and privacy should always be a concern. At the same
time, the unique characteristics of BLE beacons make them an
attractive solution for several smart city applications.
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