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Abstract—In recent years, healthcare systems have included
the Internet of Things (IoT) technology in their services, such
as in remote patient monitoring systems. Wearable IoT devices
can provide information regarding the patient’s health that
are accurate and time-sensitive. However, vulnerabilities are
evident as more IoT devices connect to the network. For
healthcare services, the security of patient data is an issue. At
the same time, with real-time data transmissions, the network
runs into manageability concerns. In this work, we propose a
private blockchain-based Wireless Body Area Network (WBAN)
platform to aid wearable IoT devices in healthcare services. We
chose this blockchain technology due to its strengths in security.
Then, we enable a distributive architecture using WBANs to
introduce a decentralized configuration that can ensure privacy
among wearable IoT devices within the network. To evaluate
the feasibility of the proposed platform in terms of latency and
throughput, we conducted experiments with several wearable
IoT devices. The results show that integrating a WBAN to
create a fog server improves the network performance with
an increasing number of IoT devices and packet size. Also,
the blockchain showed its ability to address security threats in
healthcare services. We evaluate our proposed platform through
a performance test and a STRIDE threat model, and we prove
its feasibility in improving the security and manageability of
wearable IoT devices in healthcare.

Index Terms—Security, Fog computing, Pervasive and Wear-
able computing, Testbed, Experiments.

I. INTRODUCTION

Healthcare industries have started introducing more com-
plex and compact technologies into their services [1]. One
of the most popular approaches is integrating the Internet of
Things (IoT) through wearable devices for monitoring and
diagnosing their patients [2]. However, there is a caveat in the
private patient data that these, mainly wireless, technologies
collect and transmit [3]. Proper network security is required
to keep this information secure. Due to its high volume, the
manageability of the data within the network is also an issue.
Most medical centers use more than one technology or service
for effective diagnosis and continuous patient monitoring [4].
Therefore, there is a need for a better means of securing and
managing patient data.

In this work, we propose a blockchain-based Wireless Body
Area Network (WBAN) platform to address the security and
manageability issues in wearable IoT devices in healthcare.
We use private blockchain technology to address these security
issues for its strengths in keeping data tamperproof and harder
to modify with its decentralized properties. We also use a

WBAN architecture to rearrange the network structure under
more manageable and distributive conditions. This structure
can reduce the issues in data congestion for easier process
reallocation and load management. We evaluate the proposed
platform through experimentation with smartwatches, smart-
phones, and wearable prototypes.

The organization of the rest of the paper is as follows: We
discuss the related works in Section II. In Section III, we
introduce our platform and present the components we used
to construct and test it, and we highlight the different moti-
vations and our choices to implement the proposed design. In
Section IV, we discuss the experimental results and insights.
In Section V are the conclusions of this work.

II. RELATED WORKS

Healthcare industries have adopted wearable IoT devices
into their services [5]. A popular approach is the remote
patient monitoring systems. With this service, medical centers
can manage their physical resources better and observe pa-
tients without being present in a clinic [6]. Healthcare centers
provide a wireless wearable IoT device for the patient to
enable this monitoring system. The technology is low-cost
and compact to keep the service affordable and modular. As a
result, these devices are not optimized for complex processes.
Also, these devices need to be worn by patients frequently
to ensure constant monitoring [7]. However, wearable IoT
devices in healthcare deal with private patient data. If left
unprotected, these data transmissions are prone to malicious
attacks [8]. Hence, the data also needs to be kept secure. In
this work, we use blockchain technology to create a platform
that addresses this security issue.

A blockchain is a data structure composed of cryptograph-
ically linked blocks [9]. It is known for its immutable and
decentralized architecture. As a result, blockchains can ensure
that information is harder to modify with multiple control
nodes with authority over the network. Also, its decentralized
structure allows several backup locations to become more
tamperproof. Blockchains have built-in protocols for efficient
automation, making it a sustainable option instead of simpler
authentication and security schemes. There are two main
classifications of blockchains; public and private [10]. These
two fundamental types are mainly classified based on how they
grant access to the device. Conventional public blockchains
use a trustless consensus protocol via proof-of-work (PoW)
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to authenticate their users. It provides a complex algorithm
that requires processing power from the user to complete
before being given access. A conventional private blockchain
uses a trusted protocol [11]. Instead of using PoW, most
implementations hold a ledger that identifies its authorized
devices.

In [12], they proposed a decoupled private blockchain
approach for regulating the user data within an edge IoT-
based healthcare monitoring. Another example is in [13].
They presented a blockchain implementation that leverages
edge computing creating fast data processing for healthcare
applications. Our design differs by emphasizing a fog-based
and distributive approach. We elected to use a conventional
private blockchain due to the expected devices in our platform.
Since wearable devices in IoT-based healthcare are usually
low-cost, they will not have the processing capabilities to
do PoW [14]. Therefore, we use a pre-defined ledger of
trusted devices within the blockchain. This choice saves power
consumption, which is crucial for these wearable devices.
Another difference in our design is that we incorporate WBAN
technology with our blockchain approach to improve the
overall design structure.

A WBAN is a type of network that scopes a small area,
which is usually around a person [15]. Although it cannot
support a large-scale service due to capacity issues, it can
create an exclusive network that limits those that can access
it. As a result, it offloads processes to a local server for pre-
processing [12]. Also, it can keep the information exclusive to
each group of users. We chose to use this type of network for
its potential contributions to the manageability and security of
the overall healthcare network. With the WBAN, we add local
servers to its architecture [16]. As a result, the distributive
fog-based structure minimizes the network congestion caused
by overloading the cloud server. Also, it reduces the total
number of endpoints connected to the server, which lessens the
network traffic and improves the manageability of the overall
IoT service.

In [17], they proposed an IoT-based system for automated
health monitoring and surveillance in response to the impact
of the pandemic on in-person check-ups. Another proposed
design is in [6]. Their framework is a fog-centric implemen-
tation aiming to improve the monitoring of body vitals in the
health and fitness industry.

These works focus on remotely locating a fog device around
a cluster of users for their implementations, while the designs
aimed more at its analytical capabilities than its security. Our
proposed platform is also fog-centric. However, the proposed
platform differs by having the fog servers closer to each user
and creating a better exclusive network through the WBAN.
Also, we incorporate a private blockchain to reinforce the
network’s security. The proposed design focuses on providing
better data protection for wearable IoT devices in healthcare.

III. PLATFORM DESIGN

The following sections highlight our proposed design and
its components.
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Fig. 1: Network architecture and hierarchy of our proposed
platform.

A. Overview

We propose a blockchain-based WBAN platform to address
security and manageability issues. The proposed design com-
bines a private blockchain and a WBAN architecture to create
a system that regulates the data for the patient. By utilizing the
tamperproof and decentralized capabilities of the blockchain,
we implement a security administrator for the network. Also,
we keep the data and devices exclusive to the user by taking
the limiting scope and unique architecture of the WBAN. As
a result, patient information is secure while the overarching
healthcare service is more manageable.

We design our platform to be small-scale to reflect a mini-
mal approach to addressing the issues presented in this work.
A diagram showing the network architecture and hierarchy
of the proposed platform is in Fig. 1. The assigned central
server manages all the wearable IoT devices of the patient.
Our design uses an Android smartphone device that serves
as the fog server and regulates all the data for the patient. It
will be the only device communicating with the central server.
This hierarchy establishes a mini WBAN around the patient,
with the smartphone as the local fog server. Also, we placed
the private blockchain within the fog device. The fog server
will treat it as a hyperledger that authorizes data transmissions
from trusted wearable IoT devices.

The communication parameters of the proposed approach
are WiFi 2.4GHz and socket programming. A diagram show-
ing the data flow within the platform as the wearable IoT
devices send data to the cloud server is in Fig. 2. First,
wearable IoT devices initiate the data transmission to the
fog server. Each local server confirms if the source is trusted
using the private blockchain. If the fog authorizes the data, it
forwards the information to the cloud for storage. Otherwise,
the data is not received, and users do not gain access.

B. Components

Our proposed platform has three main components; the
cloud server, the fog device, and the edge devices. First, the
cloud server is used mainly for storage which will house
all the data from each patient. It represents the healthcare
center where all data is collected. We used a standard personal
computer with an Intel® Core™ i7-6500U CPU @ 2.59 GHz
processor as the main server. It also contains a copy of the
blockchain for cross-referencing data and verifying sources.
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Fig. 2: Logic flow diagram of the platform as edge device
sends data to the cloud server.

Due to its programmability and processing power, we used
an LG Nexus 5 smartphone for the fog server. The phone uses
an Android SDK 4.4 API 19 KitKat as its operating system,
which is a popular OS and available to more than 98% of
Android-based smartphones. Along with its vast open-source
library, we wrote a script that manages the data between the
wearable IoT devices and the fog server.

We programmed the private blockchain using Python. It
is a chain class composed of block classes/objects linked
cryptographically by hashing an instance of the previous block
and storing it as a variable on the current block. The server
that holds the private blockchain will initialize it by generating
a base block containing a list of device IDs allowed to
transmit and access the data within the cloud server. Other
variables initialized along each block are an ID, a list of
transactions, and a timestamp of its generation. We placed the
private blockchain in the fog device to regulate the connecting
wearable IoT devices and handle the incoming and outgoing
data. It contains a function that will check the IDs of each
data transmission. Then, it confirms if the source is a trusted
device. The server denies the transaction if the data source
is unregistered within the blockchain. Otherwise, it authorizes
the data transmission and stores the received information in
its database. Also, it records the transaction within its ledger
to keep a historical record.

For the edge devices, we used a combination of Rasp-
berry Pi 3 B’s and Samsung Galaxy Watch 4’s to provide
the data simulating the collected patient information. Each
IoT device is programmed to transmit data to the local server

to simulate a physiological sensor monitoring a patient. The
fog device then verifies the user against the ledger in the
blockchain. If authorized, it permits the data transaction.
Finally, the database within the cloud server stores the data.

IV. RESULTS AND DISCUSSION

We conducted experiments to investigate and evaluate the
feasibility of our design in terms of security and manageabil-

1ty.
A. Experimental Design and Testbed

We examined the feasibility of our proposed platform un-
der small-scale conditions. Aiming for large-scale conditions
presents challenges in evaluating our approach. It requires
more hardware and measurements to do the simulations.
When modelling large-scale applications, there is a need for
more data sources to represent the system effectively. Also,
evaluating a design with the maximum requirements can make
benchmarking more difficult due to wearable technologies
upgrading frequently. A small-scale approach makes it easier
to establish a minimum benchmark in addressing the issues
presented by this work.

The testbed has a central cloud server using the personal
computer to receive the transmitted data. Then, around it will
be Android phones representing the fog devices. These devices
will function as local servers. They will regulate the data from
edge devices. We connected each smartphone to a pair of data
sources to simulate this part of the network. These sources are
a Raspberry Pi and a Samsung Galaxy Watch 4. We arbitrarily
chose this arrangement to represent a user having a wearable
IoT device providing their physiological data.

To examine the feasibility of this platform in terms of
manageability, we focused on latency and throughput. We use
these variables as the metrics for discussion. We compare our
configuration with a network architecture that removes our fog
component. Instead, it has IoT devices send data directly to
the cloud. This configuration represents the standard structure
of a cloud-centric network. Its cloud server will serve as the
focal point of operations. Also, the smartwatches and the Pis
will be the edge devices that provide data to the cloud and
subscribe to its services. We moved the private blockchain to
the cloud since the fog is not in this configuration.

We compare these configurations when managing three
users, as shown in Fig. 3. The trade-off between these is
control and potential security over process reallocation and
server workload. The cloud-based implementation focuses all
of its resources in the cloud, keeping data aggregated into
one space. Although this helps centralize data collection and
security, it forces the cloud to be the only server that manages
and secures its data. The fog-based implementation enables
process reallocation and distribution of workload across the
network. However, adding local servers reduces the control
and security over the data from the cloud. That is why we
proposed using blockchain technology and its distributive and
immutable design to compensate for and potentially improve
it in the fog-based IoT network.
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Fig. 3: Two configurations, (a) a standard cloud-based IoT and
(b) our proposed fog-based IoT.

B. Security Evaluation

This platform aims to address the security of wearable
IoT devices in healthcare. To evaluate our design, we use
a modelling methodology to analyze it. The model that we
chose to use is STRIDE. It is a threat model that analyzes
the strengths and weaknesses of a design against six cate-
gories [18]. These categories are: i) Spoofing, ii) Tampering,
iii) Repudiation, iv) Information Disclosure, v) Denial of
Service, and vi) Elevation of Privilege. We selected this
model because it can identify vulnerabilities and highlight
risks in the design [19]. Also, the threats used by this model
are well-known sources of security and manageability issues
of IoT-based services in healthcare, education, home, and
vehicles [20]. Therefore, by evaluating our design against this
model, we can further support the feasibility of our platform.
The following enumerates our analysis using STRIDE:

1) Spoofing - It is the process of impersonating an autho-
rized user to access the network. This malicious attack
exposes architecture vulnerabilities making user informa-
tion not secure. Our platform can use the blockchain to
hide user data behind an encrypted wall. It will protect the
data from leaks cryptographically. Also, with the WBAN
architecture, the range of detecting the network is small.
Since the radius of its scope covers the area around the
person, the malicious attacker would have to stand next
to them to request access. This design provides a defence
against spoofed users by only considering connecting
devices within a very close range. With the private

ii)

iif)

iv)

V)
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blockchain keeping the ledger secure and the WBAN hav-
ing a small scope, our platform presents good defences
against spoofing. Also, our design reduces the likelihood
of tampering by connecting devices already filtered by
the fog. However, this is not absolute protection against
this threat. Therefore, future iterations can include more
methods that reinforce the security of user information
around the fog. An option is adding a second level of
encryption to make access requests more complex.
Tampering - It is the process of changing the contents
of a data structure without authorization. Users who
have access to the network can transmit data to the
fog device. As previously discussed, our platform has
the means to defend against spoofing. Obtaining access
to the network is harder. Also, the server can detect
unauthorized changes due to the tamperproof private
blockchain. This advantage makes the data within the
network immutable and secures it against these threats.
As a result, it is more difficult to modify the data.
Also, due to the fog, our architecture is decentralized.
Therefore, it can detect tampering earlier. As a result,
the central server is better protected from these attacks.
Therefore, our platform has a built-in defence against
tampering due to the private blockchain. Further iterations
could also include a detection layer for faster response
times against this attack.

Repudiation - It is the state where the data structure
can verify transactions within it. Exchange within the
network is repudiated if the destination is confirmed.
With our platform, repudiation is made possible with the
blockchain. It is the one that will check all data trans-
actions between the Android device and the Pis. Again,
the central server defended better with earlier detection
along the hierarchy. This design further improves the
manageability of the network by reducing the number
of vulnerabilities that can reach the server. Therefore,
it can verify if all the information going in and out
of the WBAN is authorized. As a result, changing any
information within these transactions will be easier to
catch with the blockchain.

Information Disclosure - The most sensitive data that
need protection is user information. The blockchain relies
on these to authorize devices that attempt to communicate
within the WBAN. This threat analysis exposes a vulnera-
bility in the design. Further reinforcement of the network
ledger is required to protect this information. Like the
analysis from the spoofing threat, future iterations could
include a better means of keeping this data structure
secure.

Denial of Service (DoS) - It is an attack where a network
is rendered unable to function. This service failure is
due to an overwhelming number of devices attempting
to access it. Since the platform uses a WBAN, its area
is limited, which naturally reduces the entry points of
location-based DoS attacks. Also, this keeps the central
server safe by limiting the endpoints that talk to the
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cloud. However, malicious attackers can still impersonate
known devices. As a result, the network is still vulnerable.
Although not absolute, our design can defend against
this threat around the fog. Therefore, future interactions
can implement rate limiters for the Android device to
reinforce it. This addition ensures that incoming access
requests are regulated.

vi) Elevation of Privilege - Our current design only recog-
nizes two privilege levels. The device is either allowed
access or not. Only the blockchain can decide which
user is allowed access. Therefore, tampering with this
list is the only way a malicious account can elevate its
privilege. Based on our previous analysis of tampering
and spoofing, our design shows promise in its defences
against tampering. The only means of changing the
blockchain is to overwrite it before the network initializes
the application. Therefore, we can deny unauthorized
changes to keep the ledger secure against unwanted
elevation of privilege while the application runs. Future
iterations can include a protocol that only allows changes
to the list of authorized users through validated patches
from the central server.

C. Throughput and Latency Evaluation

The first evaluation was for the throughput and latency
of our design under small-scale conditions. As mentioned,
we had two configurations. The first is our platform which
uses a fog-based IoT network. Next is the control variable
with a standard cloud-based IoT network arrangement. Each
architecture was tested by having the devices send data to the
server for one minute. We obtained the average latency by
measuring the instantaneous response time of the cloud for
each packet sent.

There were multiple iterations of each measurement where
the user count varied from 1, 3, and 5. To evaluate the
throughput, we tested different sizes of the packets in each
iteration at 128, 256, 512, and 1024 bytes of data. A diagram
comparing the response average time of the cloud server
to each configuration at varying numbers of users and data
sizes is in Fig. 4. According to the experimental results, the
platform yielded lower latencies with our fog configuration.
This behaviour means that the cloud server is more responsive
to the fog configuration than the standard cloud as more
devices connect. As a result, our proposed design shows
potential for alleviating manageability concerns within the
network regarding latency. In terms of increasing data sizes,
the average response time of our configuration was lower.

A plot showing a closer analysis of the throughput using
the iteration with five users is in Fig. 5. When the size of the
transmitted data increased, our configuration performed better
by showing little change in the response time. However, the
standard cloud server jumps in this value with the change
in packet size. Compared to the cloud configuration, ours
was better at catering to increasing data sizes. This trend
shows that more data can be allowed in each transmission.
Therefore, our design can optimize the network architecture.
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Fig. 4: Server response time comparison of fog and cloud
configurations with varying numbers of users and packet size.
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Fig. 5: Server response time comparison of fog and cloud con-
figurations with varying data sizes for the five user iterations.

Also, providing space for encrypting methods reinforces the
security of the data within the packet. With these observations,
we can see that our configuration shows the potential allevi-
ating some manageability concerns of the network in terms
of throughput as the volume of transmitted data increases.
Overall, the results show how our proposed fog configuration
for the platform improves the ability to scale the IoT network
regarding latency and throughput.

D. Discussion

Overall, the private blockchain shows great defences re-
garding security against most of the threats in this model. The
platform data is immutable to a certain degree because of the
blockchain. It is secure unless there is direct tampering in
the application. Also, the WBAN can mitigate most location-
based attacks due to its limited area scope. The network
can detect unknown users because it grants access through
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the blockchain. Also, it can limit the amount of data being
disclosed by creating levels of access to keep sensitive data
written and protected. With the cryptographical capabilities of
blockchain technology, keeping data secure and tamperproof
makes it convenient.

Based on the experiments, introducing the fog device via the
Android phone shows the potential alleviating manageability
concerns of the network in terms of latency and throughput.
With an intermediary medium that preprocesses the data
before it reaches the server, we can reduce the number of
endpoints that the network needs to manage. With lesser end-
points, there is an improvement in the latency and throughput
of the network. Also, the volume of data is less likely to
overwhelm the server. As for security, these attacks are less
likely to reach the central server with another defence layer
that detects these threats earlier. Also, we can add measures
that increase the data flow security of the network with a
more capable processing point. As a result, it limits the
need for processes that overwhelm edge devices and disrupt
data collection. Therefore, we can see through these tests
and evaluations that using the blockchain with the WBAN
architecture is feasible in terms of security and manageability.

V. CONCLUSIONS

We proposed a platform to improve the security and man-
ageability of wearable IoT devices in healthcare. To reinforce
the network, we elected to integrate a private blockchain. It
makes data secure and immutable using its tamperproof and
decentralized structure. Meanwhile, to improve the manage-
ability of wearable IoT devices in healthcare, we used the
architecture of WBANSs. This design choice introduces a fog
layer to the network. As a result, we can reallocate processes
to a local server, which reduces the overall strain on the main.

We evaluated the feasibility of this design in terms of
security and manageability. First, we used a STRIDE threat
model to investigate how secure is our blockchain-based
platform. The results show how integrating private blockchains
and WBANS into the platform can address the threats provided
by the evaluation. Then, we tested its latency and throughput
to prove if it makes the IoT network more manageable. Our
fog-based IoT network, created by integrating the WBAN
architecture, was compared against a standard cloud-based
configuration. The results revealed improved manageability in
our design with better performance based on server response
time and data overhead regulation.
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