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Abstract—What advancements might Next Generation Networks
(NGN) unleash that existing ones cannot? NGNs are envisioned to
empower the connection between billions of people and zillions of
heterogeneous Internet of Things (IoT) devices while consolidating
intelligence and autonomy. However, several security-related chal-
lenges will be introduced and apparently, the security solutions
and architectures used in previous network generations will not be
sufficient. The Cloud Security Alliance’s (CSA) Software Defined
Perimeter (SDP) is a potential candidate to provide the much-
needed security framework for next-generation networks. However,
the lack of a scalable SDP controller will be a considerable
drawback for the wide adoption of the SDP framework. Therefore,
this paper focuses on modeling a multi-SDP controller placement
problem as a VNF-FGE in a Geo-distributed NFV-based environ-
ment as a potential solution to secure next-generation networks.
Due to its NP-hard nature, this type of problem can be addressed by
extending the NCO approach via Reinforcement Learning (RL) to
optimize the reward policy in accordance with the constraints of the
problem. The agent developed can learn the placement decisions of
the SDP controllers by inference (i.e., policy strategy) through the
RL process. The experiment’s analysis reveals the RL approach’s
superiority over the well-known Gecode optimization solver.

Index Terms—Reinforcement learning, Optimization, SDP, Scal-
ability

I. INTRODUCTION

Next-generation networks are being deployed and advanced
communication technologies are coming to market. This im-
proves the number of data transmission speeds, the number
of cells, and the latency significantly [1]. In order for next-
generation networks to achieve the computing, security, and
infrastructure requirements, technologies such as Artificial Intel-
ligence (Al), Software Defined Networking (SDN), and Network
Function Virtualization (NFV) will likely be integrated into
all network applications at various levels. However, several
security-related challenges will be introduced and apparently,
the security solutions and architectures used in previous net-
work generations will not be sufficient for the next-generation
networks. Furthermore, the development of new services and
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technologies in the next-generation networks will require new
security solutions, and architectures [2].

Due to the sophisticated nature of the next-generation net-
works (i.e., enabling the rise of new services and devices with
new requirements such as low latency and high throughput),
multiple technologies are required to design a new reference ar-
chitecture. For example, the Next Generation Mobile Network’s
(NGMN) 5G design principles emphasize the importance of
highly elastic and robust systems [3]. With the common compos-
able core network, for example, user planes and control planes
will be separated and dynamic placement of network functions
will be enabled through SDN and NFV [4]. Additionally,
the next-generation network’s architecture must allow for the
deployment of virtualized security modules within the network
perimeter. Thanks to NFV technology, this can be achieved by
deploying security modules as Virtual Network Functions (VNF)
within the network. However, these enabling technologies (i.e.,
NFV, SDN, Al, etc) have security vulnerabilities that must be
addressed to be fully utilized in the next-generation networks.

One of the most challenging issues in many of the proposed
security frameworks in the literature is the scalability feature
of the modules in the security framework. Whenever network
infrastructure is scaled out (e.g., mobile core network entities)
to accommodate for increment in users, the security framework
used in the network becomes overwhelmed and often results in
exposing the network to many cyber attacks. Therefore, the need
for scalable software-based security frameworks rises rapidly
to tackle this issue. Software Defined Perimeter (SDP) is an
excellent candidate to provide the much-needed scalable security
framework [5]. SDP secures network services using a zero-
trust model, in which all the components involved require to be
verified and authenticated by the SDP controller before having
access to any of the protected network services.

Several research works in the literature have recently explored
SDP as a potential security solution in various applications [6]—
[9]. However, none of them have explored the scalability issues
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of SDP components (specifically the SDP controller). In this
work, we aim to solve this issue by modeling the scalable SDP
controller problem as a VNF Forward Graph Embedding (VNF-
FGE) problem.

Placement optimization problems (specifically VNF-FGE) be-
ing constrained combinatorial optimization problems are proven
to be NP-hard in the literature [10]. As a result, an exact or
optimal solution can only be derived for small-scale scenarios
because the computational cost of the optimal solution is not
affordable in large-scale scenarios. To balance the optimality
and computational cost trade-off, a large number of existing
approaches in the literature focus on heuristic algorithms or
metaheuristic algorithms. Although these approaches yield good
results under reasonable assumptions, they tend to be inef-
fective in a highly constrained environment and require both
high expertise and domain knowledge to design. It has been
found that Neural Combinatorial Optimization (NCO) [11]is a
useful method for solving combinatorial optimization problems
by utilizing Reinforcement Learning (RL) Traveling Salesman
Problem (TSP) [12] and Vehicle Routing Problem (VRP) [13]
are examples of classical combinatorial problems where this
approach has achieved near-optimal solutions. In particular, the
NCO model estimates the relationship between the instances
of the problem and their solutions by establishing a Neural
Network (NN) model. Specifically, an RL approach is used to
estimate the parameters of the model iteratively.

Therefore, in this paper, we focus on modeling a multi-
SDP controller placement problem as a VNF-FGE in a Geo-
distributed NFV-based environment as a potential solution to
securing next-generation networks. This type of problem can be
addressed by extending the NCO paradigm and optimizing the
reward policy in accordance with the constraints of the problem.
To achieve this, we extend the VNF placement optimization in
[14] taking into account the added security constraints applica-
ble to the SDP controller. In particular, a sequence-to-sequence
model is implemented that, for a particular authentication and
authorization request, applies a placement policy that minimizes
overall power consumption while considering the state of the
NFV infrastructure. The detailed problem formulation will be
presented in section IV.

The rest of the paper is outlined as follows: Section II presents
the related works in SDP and NCO. section III introduces
the specifications of the multiple SDP controllers within the
NFVI architecture. Section IV introduces the proposed opti-
mized multi-SDP controller placement problem. An optimiza-
tion model is formulated and explained in detail. Then the
optimization policy strategy using the RL approach is introduced
and explained. The performance evaluation of the proposed
optimized SDP controller model is presented in Section V.
Section VI presents our concluding remarks.

II. RELATED WORKS

Several research works in the literature have recently ex-
plored SDP as a software-based security solution. SDP was

recently proposed to secure Infrastructure as a Service (IaaS)
[15]. The authors implement SDP in an Amazon Web Service
(AWS) environment and verify its resilience against DoS and
port scanning attacks. In [6], an SDP-MEC architecture was
proposed to secure devices at the edge of the network. In
order to prevent various cyber attacks, SDP entities (e.g., the
SDP gateway and SDP controller) were placed at the edge
of the network. As demonstrated in [16], SDP controllers can
be integrated with SDN controllers in a combined SDN-SDP
architecture to address the security risks posed by the abstraction
of the data plane and control plane in SDN. SDP was also
proposed in an NFV environment to secure VNFs deployed
in Network Function Virtualization Infrastructure (NFVI) [7].
The SDP entities were virtualized and deployed as VNFs in
the NFVI to darken it against attacks by intruders. This idea
is extended in [8] to develop a virtual Evolved Packet Core -
virtual Software Defined Perimeter (VEPC-vSDP) framework.
By utilizing the authentication and authorization mechanism
of the SDP, the mobile core network entities were able to
communicate securely via the proposed framework. The SPA-
based authentication approach of the SDP framwork has been
adopted in Message Queuing Telemetry Transport (MQTT)
[17]. Recently, the scalability, reliability, and usability-related
issues of the SDP framework was investigated [9]. The authors
proposed multiple architectures for a scalable SDP controller
such as hierarchical, bridge, and hybrid models. However, only
qualitative evaluations of the models were presented.

It is clear that none of the existing research studies that
adopt the SDP framework consider the scalability issue that will
eventually arise in case of either a failed component (mainly the
SDP controller) or an increase in users in the network that adopts
SDP as a security framework. This opens a serious challenge
in the wide adoption of SDP as a security framework in next-
generation networks. Therefore, this paper proposes multi-SDP
controller placement as a VNF-FGE optimization problem as
explained earlier.

Several research studies have explored NCOs in solving com-
binatorial optimization problems. In [18], the authors propose
Multi-Agent Reinforcement Learning (MARL) as a solution
for maximizing both overall and fairness throughput using
Decentralized Partially Observable Markov Decision Processes
(Dec-POMDPs). Leveraging RL and contrastive self-supervised
learning, the authors in [19] propose a novel method for solving
two combinatorial optimization problems: TSP and Capacity
Vehicle Routing Problem (CVRP). The authors of [20] showed
that supervised learning can be utilized to solve combinatorial
optimization problems. Specifically, they demonstrated that a
NN can return near-optimal solutions to problems given suit-
able inputs. The authors in [21] proposed a methodology to
learn device placement decisions in the domain of TensorFlow
computational graphs. Their methodology depends on the use
of a sequence-to-sequence model for prediction. The model
infers the devices that will run which operation subsets in a
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TABLE I: Table of notation

Notation Definition
H Set of hosts with index h € H
X Set of SDP controllers with index 7 € X
L Set of links with index [ € L
R Set of resources with index r € R
- Amount of r resources requested by SDP con-
s troller : € X
o Amount of r resources available in controller 7 €
T, X
pCPU Power consumption in terms of CPU in host
h server h € H
in Idle state power consumption in terms of CPU in
Py h
ost server h € H
Power consumption in terms of bandwidth uti-
Pret o .
lization on link [ € L
B Total bandwidth of link [ € L
b; Bandwidth requested by SDP controller ¢ € X
P Processing capacity of SDP controller 7 € X in
! terms of authentication process
Search time for authentication keys of each SDP
0; gateway and SDP clients for SDP controller ¢ €
X
L latency on the link { € L caused due to SDP
! controller ¢ € X
e Maximum latency allowed on the link [ € L

TensorFlow graph.

The architecture proposed in this work is depicted in Figure 1.
It consists of several VNFs hosting multiple SDP controllers
(four SDP controllers in this example) and other network
functions in an NFV-based environment. Network functions
are placed within multiple Network Function Virtualization
Infrastructure - Point of Presences (NFVI-PoPs) as shown in
Figure 1. Note that the Virtual Infrastructure Manager (VIM)
handles the underlying physical networking (i.e., in this case,
the VNFs are attached to physical switches). The main goal
here is to deploy multiple SDP controllers in different servers
within either a single NFVI-PoP or multiple NFVI-PoP. In this
way, there will be redundant SDP controllers in standby mode
in case of a failed SDP controller.

To further illustrate this scenario, let us assume we have
multiple SDP controllers to be deployed within the NFV en-
vironment. Each of the available servers within NFVI-PoPs has
different specifications in terms of CPU, memory, and storage
capacities. To simplify the networking, we assume the host
servers are connected in a star topology similar to the work in
[14]. Now, the problem is to optimally place the SDP controllers
in the hosts servers, minimizing some overall cost functions and
satisfying some desired constraints. The detailed optimization
formulation will be presented in section IV.

III. OPTIMIZED MULTI-SDP CONTROLLER PLACEMENT

A. Problem Formulation

We assume a distributed network consisting of multiple
nodes hosting SDP controllers, SDP gateways, SDP clients, and
forwarding nodes. As stated earlier, all SDP components require
to be authenticated by the SDP controller. This will eventually
lead to the exhaustion of the controller’s processing capacity (in
terms of time allocated for searching for authentication keys) in
a large network with hundreds of thousands of SDP gateways
and clients. Additionally, having a single SDP controller will
lead to a single point of failure, which will expose the network to
multiple cyber attacks. Therefore, the ultimate goal is to deploy
the SDP controllers to multiple controller domains to serve the
authentication and authorization purposes of the SDP gateways
and clients.

To achieve the above mentioned objective, we model the
problem as an Integer Linear Programming (ILP) problem. The
objective of this optimization formulation is to minimize the
overall power consumption of the physical NFVI, which takes
into account the aggregated sum of the power consumption of
the servers hosting the SDP controllers and the cost of the
activated links used within the SDP framework as illustrated
in (4).

Note that we assume a network, in which its topology, links
between its nodes, and the deployment of the client and the
gateway are known. The optimization model’s job is to deploy
the SDP controllers within the network taking into account
multiple constraints shown in (5)-(9).

é { 1, if SDP controller ¢ € X is hosted in h € H
i,h —
) O7

otherwise.
(1
bn = 1, if host server h € H is activated @)
"7 0, otherwise.
| 1, iflink [ € L is activated 3)
Xh = 0, otherwise.

mintﬁz‘,h ( Z [PhCPU Z Tri X ¢i7h + P}:mn X 1ph:|

heH i€X
D Pt 3o bi X din) @)
leL i€ X
st. Y ¢in<1 VheH (5)
i€X

Y Gixéin<P  VheH (©)

i€X
Z Trg X Gip < Up X arj Vhe HreR (7)

i€ X
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Fig. 1: Multiple SDP controllers placement within the NFVI
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We consider the network topology as an undirected graph
G = (H, L), where H represents the set of nodes (i.e., host
servers in this case) and L represents the set of physical links in
the network. The set of host servers is denoted by H with index
h € H. The set of SDP controllers is denoted by X with index
1 € X. The set of links is denoted by L with index [ € L. The set
of available resources in terms of CPU capacity is denoted by R
with index € R. We denote the amount of r available resources
in controller ¢ € X as a, ;. The amount of power consumption in
terms of CPU in the host servers h € H is represented as PCFY
while the amount of idle power consumption in terms of CPU

in the host servers h € H is represented as P;"". Likewise, the
power consumption in terms of bandwidth utilization on link | €
L is denoted by P,,;. The total bandwidth of link I € L is given
as B;. The bandwidth requested by SDP controller : € X is
represented as b;. The processing capacity of the SDP controller
1 € X in terms of maximum authentication processes handled is
represented as P;. The time used to search authentication keys
in the MySQL table of by SDP controller ; € X to authenticate
SDP gateways and SDP clients is represented as d;. The latency
on the link [ € L caused due to SDP controller : € X is
represented by /; and the maximum allowable latency on the
link [ € L is represented as L™**. In Table I, a summary of
the notations and the descriptions of the parameters used in the
formulation of the problem is presented.

The objective function as explained earlier is to minimize
the overall power consumption of the physical NFVI, which
takes into account the aggregated sum of the power consumption
of the servers hosting the SDP controllers and the cost of
the activated links used within the SDP framework, which is
represented in (4). ¢; ) is the binary decision variable that
controls the placement decision of SDP controller ¢ € X as
shown in (1). The variable 1); ;, is used to control the activation
and deactivation of host servers in the infrastructure as shown
in (2). When a host server is activated, the value is set to 1
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otherwise it is set to 0. Likewise, the variable xj, is used for
activated and deactivated links as shown (3). It is 1 when a link
is active, which means that the link is carrying traffic else it is
0 for inactive links.

Constraint (5) ensures that any SDP controller can only be
hosted on one host server. Constraint (6) ensures that each SDP
controller does not exceed the maximum processing capacity in
terms of authentication procedures. In order to achieve equilib-
rium, constraint (7) specifies that the entire amount of resources
used in an active server cannot go above the number of resources
available in it. With this constraint, only the host servers (i.e., the
servers where the SDP controllers are deployed) are considered
active. Constraint (8) deals with bandwidth limitation, in which
the reserved bandwidth for the SDP controller does not exceed
the available bandwidth of the link. Note that we use the link
activation variable in the same fashion as in the host activation.
In constraint (9), the link latency requirement is established.
Constraint (10) declares a binary decision variable. Constraint
(11) and (12) are the two binary supporting variables.

B. Optimization Policy Using RL Approach

Due to the limitations of heuristics and metaheuristics al-
gorithms, in this work, we aim to utilize the NCO approach
to solve the SDP controller placement problem. For inferring
a placement policy, we use a NN model based on encoder-
decoder structures similar to the work in [14],. The encoder-
decoder structure is based on a sequence-to-sequence model,
which has yielded excellent results in sequence-prediction.

In short, the RL process works as follows. An agent receives
as inputs a set of SDP controllers, X to be placed in the NFV-
based environment and outputs a placement vector indicating
the host’s servers. The weights of the NN imply a placement
strategy 7p(p©|z) for all possible combinations of the SDP
controller placements. This means that, for a specific SDP
controller placement request, a state vector, which consists of
the environment state and the requested placement is created
to input to the agent. As a result, the agent computes a set of
placement decisions that specifies the new deployment locations
of the SDP controllers. In order to calculate the reward, the
environment evaluates the placement decision based on (4).
Note that the environment described by (1)-(12) to the agent
is considered a black box, which the agent uses to infer a
policy that provides a solution to the SDP controller placement
problem.

One of the limitations of the NCO approach is the fact that it
is applied to provide solutions to unconstrained optimization
problems. To overcome this issue, we adopt the constrained
relaxation technique in the cost function introduced in [14]. To
this end, additional feedback signals are used to identify the
degree of constraint dissatisfaction alongside the reward signal
that indicates the overall infrastructure’s power consumption.

To learn the parameters of the Stochastic Policy my(p©|x),
we utilize the policy gradient technique, which uses the input
placement request to assign certain probabilities to specific

placements (i.e., a placement with high probability exhibits
lower cost and a placement with low probability exhibits higher
cost). The NN uses (13), which is a chain rule to factorize
the output probabilities [?]. Note that p(< i) represents the
previously allocated VNFs. This means that the probability of
assigning a VNF in the sequence depends on the previously
assigned VNFs and the state vector. Similar to [14], we assume
the state vector is predefined.

mo(p°lx) = [ mo(pilp(< ), z)

i€ X

13)

In an NCO approach that utilizes the policy gradient tech-
nique, the objective function represents the expected reward that
can be gained for each vector of weight 6, which determines the
optimum policy desired as shown in (17) [14]. Now the main
target is to discover a policy that minimizes the overall expected
energy consumption subject to a defined constraint.

ming~1mJg(0)

14
S.t. J]{MSO (14)

Where JZ(0) is the expected energy cost as shown in
(15) [14]. Note that J7(|x) represents the expected energy
consumption, E associated with a placement request as shown
in (16) [14]. J},; represents the constraint dissatisfaction signal
returned by the environment. This indicates the accumulated
constraint dissatisfaction, which are grouped according to oc-
cupancy, bandwidth, and latency similar to [14]. The constraint
dissatisfaction signal with respect to a policy is defined in (17)
[14].

JE(0) = Eonx [JE(0]2)] (15)
Jg(9|x) = ]EpN‘n'e(.\w) [E(p)] (16)
Jp(0) = Eunx [Jp(0]2)] (17)

As stated earlier, the NCO approach is applicable to only un-
constrained optimization problems. Therefore, the optimization
presented in (14) is converted to an unconstrained optimization
problem using the Lagrange relaxation technique as shown in
(18).

g(A\) = mingJT (A, 0)
= ming[J5(0) + > _ Aj x Jp;]

= ming[J5(0) + J5(p)]

Where JT(A,0) is the Lagrange cost function, g(\) is the
Lagrange dual function and \; are the Lagrange multipliers.
Similar to [14], an additional function, for the expected penal-
ization J7(p) is used.

Stochastic gradient descent and Monte-Carlo Policy Gradients

(18)
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are used to calculate weights 6 that optimize the objective
function in (18) using (19) - (22) as follows:

Oni1 = 0 + o x Vo JF(0) (19)

Where VyJ7(6) is the gradient of the Lagrangian [22]
computed as shown in (20) and (21). Note that the term
L(p|x) represents the penalty induced in the energy cost in each
iteration.

VoI (0) = Epry(12)[L(plT) X Vg logme(pl|z)]
L(p|x) = E(plx) + p(p|z)

(20)
L(plz) = E(plz) + Y _ i x D;(pl)

Finally, the gradient is estimated using the Monte-Carlo
sampling technique [?], where B samples are picked randomly
from the sample space. In order to reduce the variance of the
gradient, a baseline estimator b(x) is added; this will result in
faster convergence [?].

Vo J7(0) = 1/B > (L(pj|z;) — bo, (x;)) x Vglogmo(p;|z;)
JjEB
(21)

C(8u) =1/BY_|lbo, () — L(pjla)II”

jEB

(22)

IV. EXPERIMENT AND ANALYSIS

In order to evaluate the RL approach used in solving the SDP
controller placement problem, we utilized the VNF placement
implementation provided in [14]. We added the additional
constraints required to adapt the implementation to suit our
placement problem. The parameters related to overall power
consumption within the environment are taken as follows:
PEPU = 100 Watt, P™" = 200 Watt, and P,.; = 0.1
Watt/mbps. We evaluate the performance of the NN network
against the Gecode solver on a host machine running Linux
Ubuntu 18.04.3 LTS Bionic Beaver. The specification of the
testbed and the NN is summarized in Table II and Table
IIT respectively. Note that the number of Long Short-Term
Memory (LSTM) layers and the number of LSTM hidden layers
correspond to each other. That is, 1 layer corresponds to 32
hidden layers, and so on.

We begin by analyzing the learning process of the sequence-
to-sequence model as shown in Figure 2. In each iteration, an
approximation for baselines, penalties, and Lagrangian functions
is demonstrated. It is clear that a high penalty is received by
the agent for violating many constraints at the beginning of
the learning process. This means that, at the beginning of the
learning process, the agent ignores the underlying power con-
sumption objective in favor of constraint satisfaction. However,
as the learning proceeds, the agent minimizes its Lagrangian
objective function (i.e., (18) via stochastic gradient descent. This
process is iterated to continuously improve the agent’s policies.

TABLE II: Environment Specifications

Properties Value
Number of CPUs (core) 10 10 9 9 8 8
Link bandwidth (Mbps) 1000 500 1000 500 400 300
Link latency (ms) 50 10 50 50 50 50

TABLE III: Neural Network characteristics

Hyperparameters Value
Agent’s learning rate 0.0001
Baseline’s learning rate 0.01
Number of LSTM layers 1,3, 4
Number of LSTM hidden 3. 64, 128
layers

Embedding size 10

Number of model inference 6

One interesting trend in the result shown in Figure 2 is the
penalty approximation. As the learning process progresses over
many iterations, this signal goes toward zero. This is because the
agent learns a good policy for the SDP controller placement by
satisfying the constraints. Thus receiving very small penalization
for constraint dissatisfaction.

In Figure 3, the placement error ratio percentages are pre-
sented for the RL approach and the Gecode solver. Overall,
both techniques show similar trends with the Gecode solver
performing slightly worse than the RL approach when the
number of SDP controllers hosted per placement exceeds 70.
This means that as the number of SDP controllers to be placed
increases (in other words the instances of the optimization
problem increase), the RL approach has a better chance of
finding feasible solutions within the solution space. This further
validates the advantage of using NCO to solve NP-had problems
for large-scale scenarios.

V. CONCLUSION

This paper presents a VNF-FGE in the form of optimization
for the SDP controller placement problem. SDP has shown great
resilience against several cyber attacks as many authors have
demonstrated in the literature. However, the lack of multiple
SDP controllers is bound to cause several hiccups for the wide
adoption of the SDP framework. This work formulates the SDP
controller placement problem and utilizes the NCO approach
to solve it. For that purpose, we adopt the extended version
of the NCO to consider the constraints in the SDP controller
placement problem. The main goal is to host multiple SDP
controllers while minimizing the overall power consumption of
the NFVI. The neural network was able to learn the placement
decisions of the SDP controllers by selecting the correct policy
through the RL process. The experimental results demonstrated
the superiority of the RL approach over the well-known Gecode
optimization solver.
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